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(OUR OPTIONS ARE LIMITED)

iOS is much more secure, much more controlled, much more locked-down. There’s not a whole lot we can do to troubleshoot a misbehaving app or device.



STORAGE & iCLOUD USAGE

¢ General Storage & iCloud Usage

SETTINGS >
GENERAL >
STORAGE &

Used

Available

iCLOUD USAGE

Manage Storage

Total Storage
Available

Manage Storage

First question: are you out of local storage?



STORAGE & iCLOUD USAGE

< Back

SETTINGS >
GENERAL > Used
STORAGE & rvate

iCLOUD USAGE >
MANAGE STORAGE # Photos & Camera




O3S

Quit the app

Restart the device

Update apps and OS

Cloud? Sign out & back in




MULTITASKING

Press home button, iOS tells the app to quit! As a general rule, apps are NOT running in the background.

An app may say: wait, I’'m playing audio, or wait, we’re navigating. iOS allows the app to remain in the background.

An app may say: | need to finish downloading, uploading, syncing, saving. iOS allows the app to keep running for just a few minutes. That’s it! After that, the app gets
suspended: the code stays in memory so that it will open quickly if you switch back to it, but it gets dumped if that memory is needed by another app you open. It’s not

using battery, and it’s not using CPU.
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YOU ARE MEANT TO BE THE

USER OF YOUR DEVICE,
NOT THE JANITOR.

— Scotty Loveless, http://appinstructor.com/blog/2014/the-ultimate-

guide-to-solving-ios-battery-drain#fn14

29

If you want to be sure apps aren’t running in the background, turn off background app refresh for apps you don’t rely on

- The exception to al this is Facebook. Uninstall it to save battery life. It’s up to no good.


http://appinstructor.com/blog/2014/the-ultimate-guide-to-solving-ios-battery-drain#fn14

BATTERY USAGE

eene T
< Settings

SETTINGS >
BATTERY Low Powes Made

ow Power Mode temporanty r

ar turned off

Battery Percentage

SNOW percentage of battery remaining :n t

ﬁ Settings

E' Home & Lock Screen

Tap that little clock to get more specific info, such as how much background activity the app is responsible for. If you don’t like what you see, quit that app, or turn off
background refresh for that app.



BACKGROUND REFRESH

eeeed Varizon ¥ 9:19 AM 9% 4

{ General Background App Refresh

Background App Refresh (/

Allow apps to refresh their content when on
Wi-Fi or cellular, or use Location Services, in
the background. Turning off apps may help

preserve battery life.

m Apple Store i

Casts (/




FORCE RESTART?

http://apple.stackexchange.com/questions/216402/does-a-force-restart-in-ios-do-anything-different-from-a-normal-restart

3¢ AskDifferent

Does a force restart in i0S do anything different from a normal restart?

I'm presenting a talk on troubleshooting OS X and I0S for a Mac user group next month, and |
WS SUprised 10 hadr that several mombers thought a “hard rset” or force restant of an iPhone
or Pad is a usedul roubleshooting procedure. They suggested that it does some sort of Clearing
of caches or resetting of [insert hand wawng here] which is different from simply shatting the
Cevice off and turming it Dack on

I've searched pretty deeply across Apple's support site, the Apple discussion forums, the
popular Appie nows wobsiles, and stes offering Appie tech 1ps and | haven't found any
cormoborabion

To clanty the answer I'm seeking, I'm particulasty looking for firsthand knowledge .0, "Appie told
me & force restant does 1oo”) or a published reference that confirms one way or the other.

Only Apple knows for sure, but | don’t think so.


http://apple.stackexchange.com/questions/216402/does-a-force-restart-in-ios-do-anything-different-from-a-normal-restart
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THE "HARD RESET" IS A
USEFUL TROUBLESHOOTING

FEATURE, BECAUSE IT'S
VERY OFTEN THE ONLY WAY
TO RESTART AN IOS DEVICE
THAT'S MALFUNCTIONING.

— William T Froggard

29




NORMALLY IT ISN'T

ADVISABLE TO DO IT FOR
THE SAME REASON AS ON
A MAC: IT MAY CAUSE
CORRUPTION.

— William T Froggard

29
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IT ACTUALLY DOES LESS
THAN A REGULAR RESTART,

BECAUSE IT PREVENTS THE
OS FROM FOLLOWING
NORMAL SHUTDOWN

PROCEDURES.

— William T Froggard

29




OS X

QUICK FIXES

Things that are safe to do at any point

- These things may fix the issue without you ever knowing how or why



DID YOU RESTART?

About This Mac

System Preferences...
Location
App Store...

Recent Items [ 2
Force Quit Finder NeRED

Sleep

Shut Down...

Log Out Adam Rice... €#Q




WHY SHOULD YOU RESTART?

1. Runaway processes

2. Memory leaks

3. Networking glitches




IS THE HARD DRIVE FULL?

(o) Overview Displays m Support  Service

Macintosh HD 5.97 GB free of 2498 G8

. .
. Other 1 Apps B Photos | Movies | Audio | Backups
125208 548608 4002028 1828C8 67808 125Mm8

251GB
Flash Storage

If you’re below 10% free space, expect big performance problems and worse!
empty the trash
movies and episodes in iTunes - can usually delete these and get them again from iTunes.
Photos - free up space by turning on iCloud Photo Library and allowing Photos to “optimize local storage"



IS EVERYTHING UP TO DATE?

Always always be running the latest point release. 10.9.5, 10.10.5, 10.11.3 etc.



START IN SAFE MODE

Hold Shift ©+ on startup

m/en-us/HT201262

Does a ‘repair disk’ as in Disk Utility
Deletes font caches
Deletes dynamic loader shared cache
Disables third party kernel extensions
Disables some graphics drivers/accelerators: you may notice some graphical glitches which is normal.

- (restart normally immediately afterward)


https://support.apple.com/en-us/HT201262

DISCONNECT THINGS

hard drives, thumb drives

card readers

usb hubs

Shut down and disconnect everything. A misbehaving external device can cause freezes & things that are very hard to diagnose. Reconnect things one at a time to
isolate the issue. (This procedure also reseats cables, in case the problem was just a loose connection.)



RESET NVRAM

Volume, Video Resolutions, Clock and

Time Zones, Startup Volume, Key
Repeat, Mouse Clicking and Tracking,
System Fonts




RESET NVRAM

Hold 38-"\_-P-R on startup

(also known as PRAM)

non-volatile RAM is the new parameter RAM. It stores certain settings. Press all these keys and hold them after the startup chime until you hear the chime again, then
release.



RESET SMC

https://support.apple.com/en-us/
HT201295

(System Management Controller)

Varies from model to model, involves removing all power and/or pushing buttons. Look at the Apple support article for instructions specific to your model.


https://support.apple.com/en-us/HT201295

RESET SMC
Battery, Brightness, Keyboard Light,

Fan Speed, Power Button, Sleep

(System Management Controller)




IF THAT DIDN'T WORK,

TIME TO ASK QUESTIONS...

- quick fixes didn’t work! What’s going on?
- gather some info
- at this point, we’re getting material for Google



ACTIVITY MONITOR

If the beach ball comes up, switch over to Activity Monitor and see which app is taking up the biggest CPU load (oftentimes this will spike at 100%). If it’s a big app
like Photoshop, you might need more RAM. If it’s something smaller, it’s probably a bug. Look for software updates.



ACTIVITY MONITOR
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Also look at the “Memory Pressure” (on recent versions of OS X) to see if you may be hitting the limit of your available RAM. Green is good, yellow or red means your
performance problems could be fixed by adding RAM (or quitting apps & doing less with your Mac).



ETRECHECK

http://www.etresoft.com/etrecheck

EtreCheck

EtreCheck will collect a variety of information about the current state of your Mac
and display it i a single, easy-10-read report. EtreCheck will identiy any obvious
problems in red. If you have a problem that EtreCheck does not show, please
contact Apple Support directly or an Authorized Apple Service provider,
B Check the digital signatures of Apple tasks
This will ensure That yOur Operating systenm has net been atered. It wil 330 ersure that any
tagics that claim to Be from Agpie really are fsom Apple. This option may tace several
WTTONY Mminutes % run
3 ignore known Appie failures
Some Apple 1asks are Krown 59 report harmiess falures. This opton wil hide those
faiures.
£ Hide Apple tasis
There are many ASpio tasks running on your Mac. [ieCheck hides these Apple tasks usless
& finds 3 prodiem. Turn this option of 55 see af of Them

Start EtreCheck



http://www.etresoft.com/etrecheck

ETRECHECK

http://www.etresoft.com/etrecheck
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http://www.etresoft.com/etrecheck

CONSOLE

- Look at the last 48 hours of messages in the system log.
- None of it will make any sense, but trust your intuition and google anything suspicious



TEST USER ACCOUNT

Users & Grouwps
Standard

Yest User

les b
TS ol 0 w00 o Tt 0 Nyl Noent 00y

Use I00ud pacdwend
© Use separite passwore

[ ook e v Dt Normee Thangme

Create another user account on the Mac, log in as that user, and test the issue. Good way to tell if the problem is limited to your user account.



APPLE HARDWARE TEST
Hold D on startup
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http://www.macissues.com/2014/03/21/how-to-run-and-
interpret-apples-hardware- -on-your-m

looks like Mac OS 9! (except on very recent macs)

- Just let it do it’s thing and write down anything it says, for future Googling or discussion with the Genius Bar etc.


http://www.macissues.com/2014/03/21/how-to-run-and-interpret-apples-hardware-tests-on-your-mac/

VERBOSE BOOT
Hold Command 38-V on startup
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If startup doesn’t complete (or you want to impress onlookers) boot up in verbose mode
notice where it gets stuck, take a picture of the screen or copy down the last line or two for googling



EXTREME MEASURES

* Recreate disk directory with

DiskWarrior M
http://www.alsoft.com/DiskWarrior

* Use Recovery Mode to repair
disk or to reinstall OS X

DiskWarrior is commercial software that requires booting from a separate drive. It can fix problems that Apple’s Disk Utility cannot.

- if you have backups, some of these things are a lot less scary


http://www.alsoft.com/DiskWarrior/

EXTREME MEASURES
e iCloud

 Turn off features

* Sign out & back in

* Remove and recreate email

accounts



EXTREME MEASURES
Rebuild the Spotlight index

http://www.maci .com/2014/12/12/how-to- rmine-
when-your-spotlight-index-needs-to-be-rebuilt

Boot from a backup
Carbon Copy Cloner: https://bombich.com



http://www.macissues.com/2014/12/12/how-to-determine-when-your-spotlight-index-needs-to-be-rebuilt/
https://bombich.com

MY CHECKLIST

E/J Checklist

Check OS version & installed RAM

Check free HD space

Check SMART status of all reporting drives
Look at 72 hrs of system logs in Console
DiskWarrior: rebulld directory

Disk Utility: Repair Permissions

Review lauchagents, launchdaemons, startup items, and Login ltems
Safe Boot

Check for Software Updates

Check for MS Office updates

Check for Adobe Flash updates

Check for Java updates

Run MBAM Mac

Check firefox amd chrome for updates




http://www.macissues.com
http://www.m rver.com/tmo/f res/tm

http://appinstructor.com/blog/

http://apple.stackexchange.com/

https://discussions.apple.com/welcome

http://www.etresoft.com/healthymac

https://www.takecontrolbooks.com/jot-troubleshooting



http://www.macissues.com
http://www.macobserver.com/tmo/features/tmo_quick_tip/
http://appinstructor.com/blog/
http://apple.stackexchange.com/
https://discussions.apple.com/welcome
http://www.etresoft.com/healthymac
https://www.takecontrolbooks.com/jot-troubleshooting

APPLE

Isolating issues in Mac OS X
https://support.apple.com/en-us/HT203161

Mac OS X: How to troubleshoot a software issue
https://support.apple.com/en-us/HT201516

About the screens you see when your Mac starts up
https://support.apple.com/en-us/HT204156

If your Mac won’t turn on
https://support.apple.com/en-us/HT204267



https://support.apple.com/en-us/HT203161
https://support.apple.com/en-us/HT201516
https://support.apple.com/en-us/HT204156
https://support.apple.com/en-us/HT204267

OS X & iOS TROUBLESHOOTING

NOTHING EVER CHANGES
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Have you tried turning Have you tried reconfiguring
it off and on again? the primary power coupling?




ADAM RICE

www.adamrice.org

adam@adamrice.org
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